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Objective 
The objective of this risk management policy is to:

· To provide a structured risk management plan that will provide ANZGOG senior management and the Board with confidence that the risks confronting the organisation are being identified and managed effectively and continuously;

· Ensure that the management of risk is integrated into the development of strategic and business plans, to support the achievement of ANZGOG’s organisational goals and purpose.

Risk Identification
In consultation with ANZGOG Audit Risk and Compliance Committee and the Board we have identified the following areas of risk to the viability and sustainability of the organisation. It covers five major sections:

1. Strategic - Evaluation of risks relating to the organisation’s mission and strategic objectives, typically performed by senior management teams in strategic planning meetings, with varying degrees of formality.

2. Operational - Evaluation of the risk of loss (including risks to financial performance and condition) resulting from inadequate or failed internal processes, people, and systems, or from external events. 

3. Compliance - Evaluation of risk factors relative to the organisation’s compliance obligations, considering laws and regulations, policies and procedures, ethics and business conduct standards, and contracts, as well as strategic voluntary standards and best practices to which the organisation has committed. 

4. Insurance – Evaluation of risk factors in relation to maintenance of appropriate levels and types of insurances consistent with the organisations scope of activities.

5. Disaster Prevention and Business Continuity - Evaluation of risk factors in relation risk management strategies for the continuation of operations in the event of a disaster. 

Responsibility

Risk assessment is intended to provide management with a view of events that could impact the achievement of the organisations objectives. The Directors have overall responsibility for risk management.. Risk management policies are established to identify and analyse risks, to set appropriate risk limits and controls, and to monitor the risks and adherence to the limits. The Board’s Audit, Risk and Committee (ARC) is responsible for monitoring the effectiveness of the company’s risk policies and processes and regularly reviewing risk management policies and systems, taking into account changes in market conditions and the company’s activities. The ARC Committee is also responsible for developing and monitoring investment policies.

The Executive Officer will be responsible for ensuring the process for managing risks is integrated within the strategic and business plan and management activities. Reports on risk management should be provided to the ARC Committee by the Executive Officer for each individual risk as changes in business practice warrants. 
Review

The ANZGOG ARC Committee will review the ANZGOG Risk Management Policy annually and present to Board for ratification.

Assessment of potential risks

Risks have been evaluated on a two dimensional matrix using a qualitative rating of the likelihood of the event occurring and the scale of the possible consequences. The following matrices have been used for the assessment process.  

Risk Likelihood Ratings
	Level
	Descriptor
	Likelihood of occurrence

	1
	Rare
	Event may only occur in exceptional circumstance

	2
	Unlikely
	The event may occur at some time, say once in five years

	3
	Possible
	The event should occur at some time, say once in five years

	4
	Likely
	The event will probably occur in most circumstances, say once a year

	5
	Almost certain
	The event is expected to occur in most circumstances, say many times in a month


Risk consequence ratings

	Level
	Descriptor
	Reputation  
	Injuries  
	Financial Impact
	Operational Impact

	1
	Insignificant
	Issue resolved in day to day management process
	First Aid
	Up to $20K
	Negligible impact, brief loss of time.

	2
	Minor
	Issue raised in the press. Senior management attention required to resolve.
	Injury/ Treatment
	Up to $100K
	Local only, service loss for minimum time.

	3
	Moderate
	Community concern, heavy local media coverage.
	Injury/ Hospital
	Up to $250K
	Critical service not back in agreed time.

	4
	Major
	Embarrassment for ANZGOG, extended media coverage, internal inquiry.
	Single Death
	Up to $1 million
	Critical service lost for more than one month.

	5
	Severe
	Public inquiry, concentrated media coverage.
	Multiple Deaths
	>$1 million
	Critical service lost for more than one month.


Risk control assessment

	Rating
	Descriptor
	Control

	4
	Excellent
	Control addresses risk, is officially documented and is in operation

	3
	Good
	Control addresses risk, but documentation and/or operation of control could be improved

	2
	Fair
	Control addresses risk, at least partly but is not documented and/or operation of control could be improved

	1
	Poor
	At best, control addresses risk, but is not documented or in operation, at worst control does not address risk and is neither documented nor in operation


Residual Risk/Hazard Rating
	
	
	IMPACT (should it occur)

	Likelihod of Occurrence
	
	1 Insignificant
	2 Minor
	3 Moderate
	4 Major
	5 Severe

	
	Almost certain
	Medium
	High
	High
	Extreme
	Extreme

	
	Likely
	Low
	Medium
	High
	High
	Extreme

	
	Possible/moderate
	Low
	Low
	Medium
	High
	High

	
	Unlikely
	Minimum
	Low
	Low
	Medium
	High

	
	Rare
	Minimum
	Minimum
	Low
	Low
	Medium


Table 1: Risk register

	Risk
	Existing Controls

	Contingency Plan
	Control Assessment
	Risk Rating
	Residual Risk

	
	
	
	
	Likelihood
	Consequence
	

	1. Strategic 

	1.1
	Failure to minimise exposure to strategic risks  
	· Develop, implement and maintain a five (5) year strategic plan which outlines the organisation’s  mission, objectives and performance indicators;

· Annual review of ANZGOG’s strategic plan;

· Review of stakeholders and the requirements of these relationships;

· Analysis of ANZGOG’s strengths, weaknesses, opportunities and threats;

· Identification of our future goals and what is critical to the success and achievement of these; 

· Engage our Subcommittees in strategic plan review;

· Develop, implement and review  fundraising strategy and milestones;

· Update of strategic plan where circumstances require 
· Annual Business Plan prepared and adopted to support strategic plan
	· Update strategic plan annually & where circumstances require 

· Prepare Annual Business Plan to support strategic plan
	Excellent
	unlikely 
	minor
	low

	1.2
	Failure to engage with our members 
	· Communication strategy to members including newsletter and e-news updates; 

· Support, foster and facilitate RAC and TTWG meetings to explore gaps and opportunities for clinical trials research in gynaecological cancers; 

· Support and engage with our Consumer Advisory Panel (representing the cancers on which we focus) to better understand and research issues important to consumers;

· Promote, encourage and support members attendance and participation at the Annual Scientific Meeting, concept development session/s and other relevant meetings;

· Maintain and grow recognition of ANZGOG as the peak national gynaecological cancer research group in Australia & New Zealand; 

· Ongoing development of ANZGOG website to ensure easy access to relevant information and resources for our members, donors and consumers; 

· Mentorship and training continue to be a key priority;
	
	Excellent
	unlikely
	minor
	low

	1.3
	Failure to engage and maintain our key stakeholders
	· Recognition at national/international level as Australia’s  cooperative trials group in gynaecological cancer;

· Establish and build on relationships with key national/international stakeholders;

· Raise profile of ANZGOG through successful ASM’s;

· Working with our CCC continue to explore opportunities to engage with and raise ANZGOG profile in the community;

· Continue to meet with all key stakeholders NGO’s and discuss/explore opportunities for collaboration; 
	
	Excellent 
	unlikely
	minor
	low

	2. Operational

	2.1
	Clinical Trials Development

Failure to maintain and build on our portfolio of high quality investigator led clinical trials research in gynaecological cancer; 


	· Support and encourage ANZGOG’s members to participate through our RAC and Subcommittees in the development, conduct, evaluation and promotion of clinical trials; and, in translating research findings into clinical practice;

· ANZGOG has an established track record of attracting and supporting experienced clinical and research staff to assist in the development and management of its trials, ensure ability to attract appropriate professionals is maintained;

· Ensure we have up to date and appropriate Standard Operating Procedures, tools and resources available to our members and staff;

· Continue to engage with pharma to look for opportunities to secure industry supported trials;

· Continue to look for funding opportunities to undertake and support ANZGOG’s research agenda; 

· Continue to engage with local, national and international partners to build capacity and participation in gynaecological cancer clinical trials;

· Promote, encourage and support ANZGOG members attendance and participation in concept development, ASM and other relevant national and international GU meetings;

· Any health professional working in the field of treating and/or researching gynaecological cancer within Australia and New Zealand is encouraged to join ANZGOG; 
	· Review issues and address promptly
	Good
	Possible
	Moderate
	Medium

	2.2
	Information technology

Failure to secure and maintain ANZGOG records and data;
	· Scheduled backups are carried out daily and monthly managed by NHMRC CTC Information Systems (IS) Team; 

· One set of data is stored by CTC IS to DISK and another set of data stored to TAPE; tape is taken offsite each night to ensure minimum loss of data in  event of failure of system;

· CTC IS team organises storage of the monthly backup tapes offsite;

· Hard copies of files and financial records are kept for 7 years by Group;
· Management of customer database for privacy and protection of customer personal and financial details

· Contract specialist database organisation to supply database and provide latest best practice in security management.
	· Implement ANZGOG Data Breach Response Plan, details response process and notification requirements


	Excellent
	Rare
	major
	low

	2.3
	Financial 

Failure to develop and maintain well-considered financial management and systems
	· Established an Audit Risk and Compliance Committee, subcommittee of the Board, to assist the Board in its responsibility to exercise due care and diligence; ARC Committee to provide a formal forum for financial management, compliance and control of risk;

· Quarterly meeting with ARC prior to financial reports being presented to Board for approval; 
· Review auditor – currently BDO; 

· Audited accounts circulated to ARC and ratified by the Board and sent to members and submitted to ACNC;

· Delegation of Authority Policy maintained;
	· Review whether to proceed as normal with clinical trial or continued operation of business and seek additional funding or put on hold/cut back operations.

· Retain funds to meet three times ANZGOG’s operating costs 
	Excellent
	Rare
	Moderate
	low

	2.4
	Failure to secure ongoing funding
	· Employ skilled fundraising staff;

· Maintain fundraising licences in all states of Australia and New Zealand;  

· Establish a Corporate Supporter program (untied funds) to build partnerships which are successful and mutually beneficial;

· Engage with and apply to government and other granting  bodies /pharma to secure support for clinician led research; 

· Maintain and grow a Donor database; 

· Annual Scientific Meeting surplus funding via sponsorships;

· Ensure website is “shopfront” for our identified stakeholders: i) Members; ii) Consumers; and iii) Corporate/ Philanthropic which will include fundraising information;

· Philanthropic grant strategy in place;

· Strategy in place to grow corporate support;
	· Maintain a multi-stream funding model

· Review current operations and clinical trials and consider what activities to put on hold/cut back
	Good
	Possible
	moderate
	medium

	2.5
	Failure of fundraising activities, in terms of delivery, public experience and/or costs
	· Fundraising activity/event plan approved at outset including key performance goals (e.g. attendance) and budget

· Engage professional and experienced event organiser for delivery of events, esp. those in an outdoor venue and/or with a walk/run component  

· Establish risk, safety and emergency management plan for events, regularly consult stakeholders and review processes 
	· Complete review and debrief process to identify opportunities for improvement

· Engage Communications person and rapid response strategies to arrest negative publicity/feedback
	Good
	Possible
	moderate
	medium

	2.6
	Corporate governance

Failure to safeguard ANZGOG’s interests and ensure accountability and long-term viability.


	· Appoint a Board with necessary skills and experience to ensure the future success and viability of organisations;

· Board Directors are aware of their roles & responsibilities 
· under the Corporations Act 2001 and in accordance with ANZGOG Constitution;

· Established a formal process to nominate, elect or appoint the Chair and Directors;
· Governance training for Directors held regularly;
· Established Sub-committees  of the Board to support the Board in carrying out its work;

· Develop, implement and review strategic plan annually;

· Develop an investment plan and annual budget;

· Approving organisational policies and procedures, including delegations for decision making for the senior manager to ensure the management of the business effectively complies with relevant legislation; 

· Ensure policies are well considered and approved;
	· Review strategic plan and agree with Board the key priorities

· Review operational policies and update as required
	Excellent
	unlikely
	minor
	low

	2.7
	HR management


	· Strategic human resources plan in place in annual business plan;

· Established performance measures for staff; regular performance review and discussions with staff against agreed to measures;

· Management plan for staff where performance needs to be addressed implemented. 
· HR Manual updated regularly

· Master employment Contracts reviewed annually for currency.
	· Cross train staff in business areas

· Establish back-up support relationship for each role

· Review recruitment strategies
	Excellent
	unlikely
	moderate
	low

	2.8
	Occupational health & safety


	· Occupational health and safety procedures are in place and reviewed on a regular basis to ensure appropriateness;
	· Log incidents – via Incident & Injuries Report Form and Register

· Education of staff and volunteers
	Excellent
	Unlikely
	Minor
	low

	2.9
	Public Opinion/Reputation
	· Communications person appointed
· Stakeholder liaison strategy in place
· Monitoring of media in hand with contract organisation
· Rapid response strategies to arrest negative publicity or incorrect information in place.

· Training of key spokespeople in media handling in place.
	· Rapid response strategies in place to arrest negative publicity or incorrect information
	Good
	Possible
	Moderate
	medium

	2.10
	Donors, supporters, events - reputation
	· Communication strategy to engage with key stakeholder groups including newsletter and e-news updates and targeted website ‘shopfront’

· Align operations, such as fundraising activities, with ANZGOG’s strategic plan
	· Communications staff member implements rapid response strategies to arrest negative publicity or incorrect information
	
	Possible
	Moderate
	

	3. Compliance 

	3.1
	Failure to meet our financial, legislative and/or other contractual agreements which ANZGOG is obligated to comply with or has committed to meet. 
	· Established reporting procedures that maintain internal control and provide external accountability. These include: 

· Internal reporting by the CEO, against key performance indicators and the budget; 

· Financial reporting to the Board on a bi-monthly basis;

· External reporting to funding bodies, regulatory authorities and members as per our obligations. 

· Ensure ANZGOG is compliant with the Corporations Act and keeps: 

· register of members; 

· minutes of general meetings ;

· minutes of meetings of directors and ARC and Subcommittees;

· financial records that enable an assessment of the company’s financial position and performance and are sufficient for financial statements to be prepared (and audited if necessary) for at least seven years after the transactions are completed;

· Annual financial accounts are prepared and audited by a qualified auditor and once ratified by Board sent to members and lodged with ASIC;

· ACNC, ASIC and ATO notified within 28 days of any changes to Company officeholders or details; 

· Statutory reporting is recorded as completed in ARC minutes. 

· Contracts / agreements are reviewed by legal adviser and / or ARC to ensure ANZGOG Board are made aware of any issues prior to seeking their ratification;

· Maintain and review Assets Register;
	
	Excellent
	Unlikely
	Major
	Medium

	4. Insurance 

	4.1
	Failure to maintain levels and types of insurance consistent with our ANZGOG’s operations and scope of activities
	· ANZGOG maintain levels and types of insurances consistent with its operations and scope of activities including:

· Public liability insurance-$20million; including volunteers

· Workers compensation insurance;

· Clinical trials insurance-$10million - Policy covers all staff performing work for ANZGOG in respect of the Business and in accordance with the clinical trial protocol. Policy is maintained through COSA; 

· Directors and Officers liability $20million;
· Volunteers insurance;

· Policies are reviewed and renewed annually;
· Office Insurance and building insurance (as required by landlords)
· Cash handling insurance
· Special Event Insurance
	· Allocate responsibility to key staff member and establish regular reporting procedures to monitor insurance renewal dates, review and renew on time

· Report to Audit Risk and Compliance Committee quarterly confirming insurance updated against schedule
	Excellent
	unlikely
	major
	Medium

	5. Disaster Prevention and Business Continuity          

	5.1
	Failure to continue to operate in the event of disaster
	 Risk management strategies for the continuation of operations in the event of a disaster, including: 

· assignment of staff member responsibilities;

· steps for disaster response and recovery;

· identified priorities for salvage;

· emergency funding and insurance arrangements in place.
	· Assignment of staff member responsibilities, as per the Emergency Management and Recovery Plan

· Implement action plan and recovery strategies, e.g. temporary office arrangements such as working from home and meeting weekly
	Good
	unlikely
	Moderate
	low

	6. Changes in Legislation are reviewed and systems updated to ensure compliance

	6.1
	Failure to identify new legislation and enact policy and processes to meet requirements
	· Access updates via government advice eg. ATO, ASIC, ACNC TGA, Medicines Australia and Medsafe NZ,; Charities peak groups eg. Pro Bono Australia, ACTA,; EON; COSA; legal updates from Holman Webb; etc.

· Privacy Legislation policies and SOP in place and trained

· Review and agree action at ARC meetings and recommend to Board.
	· Review systems and update policies promptly

· Seek expert advice, e.g. communications, legal 

· Review and agree action at ARC meetings and recommend to Board


	Fair
	Unlikely
	Major
	Medium
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